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‘Black Swan’ Events
«unpredictable or unforeseen event, typically one with extreme consequences»

©2021 Maria Grazia Porcedda

Rare
extremely impactful

retrospectively predictabile
(N.N. Taleb)

HSE 
incident?

Cybercrime?

WWI, The 
Internet, 

9/11…

Covid-19

Not “a cliché for any bad
thing that surprises us.”
Source: https://www.newyorker.com/news/daily-
comment/the-pandemic-isnt-a-black-swan-but-a-portent-of-a-
more-fragile-global-system

https://www.newyorker.com/news/daily-comment/the-pandemic-isnt-a-black-swan-but-a-portent-of-a-more-fragile-global-system
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Cyber-attacks on the HSE (1/3): Timeline

• 13/5: suspicious activity Dept. Health network 

• RAT cobalt strike Beacon (state-sponsored?)

• 14/5: significant incident on HSE systems

• Conti Ransomware : data exfiltrated, 
network encrypted, ransom asked

• Back to pen and paper

©2021 Maria Grazia Porcedda
Source: https://www.ncsc.gov.ie/pdfs/HSE_Conti_140521_UPDATE.pdf; https://www.bbc.com/news/world-europe-58413448

• By 21/5: Decryption key handled

• 5/9: Still dealing with consequences

https://www.ncsc.gov.ie/pdfs/HSE_Conti_140521_UPDATE.pdf
https://www.bbc.com/news/world-europe-58413448
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Cyber-attacks on the HSE (2/3): headlines
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Sources: https://www.nytimes.com/2020/09/18/world/europe/cyber-attack-germany-ransomeware-death.html; https://www.reuters.com/article/us-czech-cyber-ostrava-idUSKBN21Z1OH; 
https://www.euractiv.com/section/digital/news/von-der-leyen-chinese-cyberattacks-on-eu-hospitals-cant-be-tolerated/; https://www.politico.eu/article/irish-hospital-hack-highlights-eus-weak-spots/

https://www.nytimes.com/2020/09/18/world/europe/cyber-attack-germany-ransomeware-death.html
https://www.reuters.com/article/us-czech-cyber-ostrava-idUSKBN21Z1OH
https://www.euractiv.com/section/digital/news/von-der-leyen-chinese-cyberattacks-on-eu-hospitals-cant-be-tolerated/
https://www.politico.eu/article/irish-hospital-hack-highlights-eus-weak-spots/
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Cyber-attacks on the HSE (3/3): Black Swan?

NIS Directive 2016/1148
• Securing critical infrastructure 
• OESà health sector (Annex II.5)
• «appropriate + proportionate technical & 

organisational measures to manage risks»
• + additional obligations (e.g. GDPR) 
• Determined at national level (SI 360/18)
• Register of OES?

©2021 Maria Grazia Porcedda

Source: https://www.enisa.europa.eu/news/enisa-news/cybersecurity-in-the-
healthcare-sector-during-covid-19-pandemic

https://www.enisa.europa.eu/news/enisa-news/cybersecurity-in-the-healthcare-sector-during-covid-19-pandemic
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Higher incidence of cybercrime during Covid-19…
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Sources: : https://jrnl.ie/5121435 ; https://www.cso.ie/en/releasesandpublications/ep/p-rc/recordedcrimeq22021/

Population online 24/7
- Home (own devices)
- Distracted / exhausted
- Surge of online shopping

https://jrnl.ie/5121435
https://www.cso.ie/en/releasesandpublications/ep/p-rc/recordedcrimeq22021/
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…definitely a White Swan
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Sources: https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-iocta-2020 ; https://www.pwc.ie/publications/2020/irish-economic-crime-survey-
report.pdf

Cybercrime
stats = 

estimates

but

Ireland 
under-

prepared?

https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-iocta-2020
https://www.pwc.ie/publications/2020/irish-economic-crime-survey-report.pdf


Trinity College Dublin, The University of Dublin 12

Contents

• Covid-19, large-scale cyber-attacks and cybercrime as 
Black Swans?

• Solutions are complex, but worth the try

• Conclusions

©2021 Maria Grazia Porcedda



Trinity College Dublin, The University of Dublin 13

The complex root causes of cybersecurity and 
cybercrime

Weakest
links
•Human users

Attack 
surface
•Connectivity

Dependency
•Tech Supply-
chains

Pacing issue
•Legislation

Modus 
operandi
•LEAs

Deterrence
•Courts

©2021 Maria Grazia Porcedda
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Interventions (1/3): raising awareness
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Sources: https://www.garda.ie/en/about-us/our-departments/office-of-corporate-communications/news-media/scam-warning-phone-calls-and-texts.html ; https://www.ncsc.gov.ie/pdfs/WFH-
Advisory.pdf ; https://www.rte.ie/news/ireland/2021/1006/1251055-cyber-crime/

Weakest links
•Human users

https://www.garda.ie/en/about-us/our-departments/office-of-corporate-communications/news-media/scam-warning-phone-calls-and-texts.html
https://www.ncsc.gov.ie/pdfs/WFH-Advisory.pdf
https://www.rte.ie/news/ireland/2021/1006/1251055-cyber-crime/
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Interventions (2/3): recent legal initiatives

Transposition of Directive 2013/40

• Criminal Justice (Offences Relating to 
Information Systems) Act 2017
• Criminal Justice (Theft and Fraud

Offences)Act 2001

• Criminal Damage Act 1991

Committment to ratify Cybercrime
Convention (2001)

©2021 Maria Grazia Porcedda

Pacing issue
•Legislation

Source: https://www.irishtimes.com/news/crime-and-law/courts/district-court/man-28-accused-of-
hacking-into-parking-system-is-first-to-be-charged-under-new-law-1.4479150

https://www.irishtimes.com/news/crime-and-law/courts/district-court/man-28-accused-of-hacking-into-parking-system-is-first-to-be-charged-under-new-law-1.4479150
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Interventions (3/3): studying recent legal initiatives
Appraising the prevention and deterrence of cybercrime in Ireland through the law

©2021 Maria Grazia Porcedda

Publications: https://www.tcd.ie/law/2020.21/Data-Protection-and-
COVID19%20Report.pdf; https://tcdlaw.blogspot.com/2020/07/covid-19-
and-cyber-security-averting.html

Attack surface

https://tcdlaw.blogspot.com/2020/07/covid-19-and-cyber-security-averting.html
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Conclusions

• Large-scale cyber-attacks and cybercrime as White Swans

• Cybercrime only got worse during Covid-19

• Same for cyber-exploits/attacks against healthcare providers

• Both ‘flourished’ due to underlying, pre-existing weaknesses

• Solutions are complex, but worth the try

• Complex root causes of cybercrime/attacks challenge interventions

• However, interventions more needed than ever

• Awareness, legislation and continuous assessment
©2021 Maria Grazia Porcedda



Many thanks for your attention

Email: maria-grazia.porcedda AT  
tcd.ie

mailto:maria-grazia.porcedda@tcd.ie
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