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‘Black Swan’ Events

«unpredictable or unforeseen event, typically one with extreme consequences»

NEW YORKER
. HSE
incident?

THE PANDEMIC ISN'T A BLACK SWAN BUT A
PORTENT OF A MORE FRAGILE GLOBAL

SYSTEM

nnnnnnnnnnnn

Rare

extremely impactful
retrospectively predictabile
(N.N. Taleb)

ey Cybercrime?

Not “a cliché for any bad
thing that surprises us.”

Source: https://www.newyorker.com/news/daily-
comment/the-pandemic-isnt-a-black-swan-but-a-portent-of-a-
more-fragile-global-system 9/1 1 000

WWI, The
Internet,
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Cyber-attacks on the HSE (1/3): Timeline

« 13/5: suspicious activity Dept. Health network

NCSC: ,
*  RAT cobalt strike Beacon (state-sponsored?)

A part of the Department of the Environment, Climate & Communications

* 14/5: significant incident on HSE systems

* Conti Ransomware : data exfiltrated,
network encrypted, ransom asked

* Back to pen and paper
NCSC Alert

* By 21/5: Decryption key handled

Ransomware Attack on Health Sector - UPDATE
2021-05-16

« 5/9: Still dealing with consequences
Source: https://www.ncsc.gov.ie/pdfs/HSE Conti 140521 UPDATE.pdf; https://www.bbc.com/news/world-europe-58413448
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Cyber-attacks on the HSE (2/3): headlines

Ele New Nork Eimes REUTERS World  Business  Markets  Breakingviews  Vide

Cyber Attack Suspected in German

%man’s Death INTERNET NEWS  APRIL 17, 2020 / 12:37 PM / UPDATED A YEAR AGO
Prosecutors believe the woman died from delayed treatment after Czech hospita ls re port cyberatt acks d ay after
hackers attacked a hospital’s computers. It could be the first . B .
- national watchdog's warning . . Lnnnl
fataliy from a ransomware attack. Von der Leyen: Chinese cyberattacks on EU hospitals ‘can't be
1
tolerated
H© @O 2 r By Samuel Stolton | EURACTIV.com £23 giu 2020 (updated: £ 24 giu 2020) Advertisement
| Universitatsklinikum
\ Diisseldorf EURACTIV Members
EU-China Summit video conference CCIA - Computer and Communications In
B+IRE- - REASARE CECIMO - European Association of the Mé

CEN & CENELEC European Standardizatio
EDAA - European Interactive Digital Adver
Eupportunity

GIGAEurope

GSMAEurope

Photonics21

‘It’s getting worse’: Irish hospital hack expsés EU
cyberattack vulnerability

Hackers infiltrated Ireland's health care system, prompting a shutdown. It's not the only target.

Sources: https://www.nytimes.com/2020/09/18/world/europe/cyber-attack-germany-ransomeware-death.html; https://www.reuters.com/article/us-czech-cyber-ostrava-idUSKBN21Z10H;
https://www.euractiv.com/section/digital/news/von-der-leyen-chinese-cyberattacks-on-eu-hospitals-cant-be-tolerated/; https://www.politico.eu/article/irish-hospital-hack-highlights-eus-weak-spots/
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Cyber-attacks on the HSE (3/3): Black Swan?

NIS Directive 2016/1148

NEWS ITEM . .. .
Cybersecurity in the healthcare sector during e Securing critical infrastructure
COVID-19 pandemic
ENISA provides cybersecurity advice to support Hospitals and the healthcare sector ¢ OES% health SeCtor (Annex ”'5)
against the increase of phishing campaigns and ransomware attacks during the . . .
* «appropriate + proportionate technical &
Published on May 11, 2020 . . .
organlsatlonal measures to manage risks»
{D * + additional obligations (e.g. GDPR)
[HOSUTAL * Determined at national level (SI 360/18)

* Register of OES?

Source: https://www.enisa.europa.eu/news/enisa-news/cybersecurity-in-the-
healthcare-sector-during-covid-19-pandemic
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Higher incidence of cybercrime during Covid-19...

Contribute : Support us now ]

W —

®
thejournal.ie
Table 1.1 Recorded crime incidents’ classified by offence group, annualised? total to Q2 2020 and 2021
Irish News ~ FactCheck  Voices  The Good Information Project ~ Covid-19 Annualised total to Q2
ICCSq offence group 2020 2021 Change % Change
Garda stats: Domestic violence, drug possession 01:Homiolde and retated olfenons 76 66 20 <263
and fraud on the rise during lockdown D2rEakicaoferss SOE A E@ zB
03 Attempts/threats to murder, assaults, harassments and related offences 20,482 18,701 -1,781 -8.7
Gardai released the stats today. 04 Dangerous or negligent acts 8,523 8,449 -74 -0.9
05 Kidnapping and related offences 149 115 -34 -22.8
Jun 12th 2020, 4:21 PM © 9,799 Views 12 Comments f Share 8 . Tweet jZ¢ Email 06 Robbery, extortion and hijacking offences 2,146 1,702 -444 -20.7
07 Burglary and related offences 14,391 9,042 -5,349 -37.2
08 Theft and related offences 60,031 46,800 -13,231 -22.0
09 Fraud, deception and related offences 8,005 11,253 3,248 40.6
10 Controlled drug offences 22,635 22,909 274 1.2
P I t' I 4 2 4 7 11 Weapons and explosives offences 2,922 2,803 -119 -4.1
o p u a Io n o n I n e 12 Damage to property and to the environment 20,419 19,228 -1,191 -5.8
. 13 Public order and other social code offences 30,876 27,830 -3,046 -9.9
- H O m e ( OW n d eV| C e S ) 15 Offences against Government, justice procedures and organisation of crime 14,409 10,337 -4,072 -28.3

1 These statistics are categorised as Under Reservation. This categorisation indicates that the quality of these statistics do not
meet the standards required of official statistics published by CSO.

= D i St ra Cte d / eX h a U Ste d 2 The annualised figure for a given quarter is the total number of crimes recorded in the 12 months prior to end of that quarter.
- Surge of online shopping

Sources: : https://jrnl.ie/5121435 ; https://www.cso.ie/en/releasesandpublications/ep/p-rc/recordedcrimeq22021/
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...definitely a White Swan

9:3 ' Cybe rcrime What types of fraud, corruption or other economic crime has your
- UW N stats = organisation experienced within the last 24 months?
estimates
B rreland Global
INTERNET ORGANISED CRIME but
THREAT ASSESSMENT (IOCTA) u
2020 c 69% Deceptive
ybercrime Business Pra
PUBLICATION/DOCUMENT Irela nd
u n d e r_ Customer Fraud :r;;e!:%it#al P
p re pa red ? Asset Missapropriation Bribery and (

Sources: https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-iocta-2020 ; https://www.pwc.ie/publications/2020/irish-economic-crime-survey-
report.pdf
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The complex root causes of cybersecurity and

cybercrime
K Modus
Weakest Dependency operandi
links
*Tech Supply- °LEAS

eHuman users chains
Attack Pacing issue Deterrence
surface eLegislation eCourts

eConnectivity
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Interventions (1/3): raising awareness Weakest links

eHuman users

NCSC:

National Cyber Security Centre 2004011554-NCSC

Scam Warning - phone calls and texts

A part of Department of Communications, Climate Action & Environment

Home > About Us > Our Departments > Office of Corporate Communications > News-Media

€ NEWS SPORT ENTERTAINMENT BUSINESS LIFESTYLE CULTURE PLAYER TV RADIO

Gardaf are aware people have been receiving calls & texts like this from pey RT

NEWS » IRELAND » World Business Sport Nuacht Programmes RTE Investigates

Department of Social Protection. . .
i Public urged to ignore scam calls as cyber

Gardaf or personnel from the Department of Social Protection willnever c0 g~ 11l incidences increase

personal information, et e oo g S 000
If you or someone you know has received such a phone call or text, we wot .
Working From Home Security Advice Department’s helpline number 1890 800 024 (between 9am and Spm Mont r

2020-04-08

NCSC Advisory

i

Sources: https://www.garda.ie/en/about-us/our-departments/office-of-corporate-communications/news-media/scam-warning-phone-calls-and-texts.html ; https://www.ncsc.gov.ie/pdfs/WFH-
Advisory.pdf ; https://www.rte.ie/news/ireland/2021/1006/1251055-cyber-crime/
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Interventions (2/3): recent legal initiatives | Pacingissue

eLegislation

oae . . Man (28) accused of hacking into parking
Tra nsposition of Directive 2013/ 40 system is first to be charged under new

law
° C ri m i n a I J u St i Ce ( Offe n CeS Re | ati n g to David Young is accused of a total of nine offences by gardai from cyber crime bureau

@ Mon, Feb 8, 2021, 16:00 Updated: Mon, Feb 8, 2021, 17:07

Information Systems) Act 2017 e B e Bormapariid

*  Criminal Justice (Theft and Fraud
Offences)Act 2001

*  Criminal Damage Act 1991

Committment to ratify Cybercrime
Convention (2001)

A 28-year-old man has become the first person to be charged under new anti-computer-crime legislation. File
photograph: Getty Images

Source: https://www.irishtimes.com/news/crime-and-law/courts/district-court/man-28-accused-of-
hacking-into-parking-system-is-first-to-be-charged-under-new-law-1.4479150
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Interventions (3/3): studying recent legal initiatives

Appraising the prevention and deterrence of cybercrime in Ireland through the law

COVID-19 Law and Human Rights Observatory

Publications: https://www.tcd.ie/law/2020.21/Data-Protection-and-

AttaCk V] rface COVID19%20Report.pdf; https://tcdlaw.blogspot.com/2020/07/covid-19-

and-cyber-security-averting.html
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Conclusions

* Large-scale cyber-attacks and cybercrime as White Swans
* Cybercrime only got worse during Covid-19
* Same for cyber-exploits/attacks against healthcare providers

* Both ‘flourished’ due to underlying, pre-existing weaknesses

e Solutions are complex, but worth the try
* Complex root causes of cybercrime/attacks challenge interventions
* However, interventions more needed than ever

* Awareness, legislation and continuous assessment
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